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Fraud Detection: Separating Real Voices
from Al-Engineered Narratives

PositivityTech’s Bad Actor Detection™ (BAD) Engine

Sophisticated fraud is accelerating. Credit washing, Al-generated complaints, duplicate narratives,
and engineered disputes are straining financial institutions” ability to tell real customer friction from
manufactured noise.

® Credit washing activity has increased nearly 700% in two years.
® An estimated $10 billion in debt has been removed through fraudulent credit repair schemes.

¢ Nearly one-third of credit unions report scam activity increasing between 50% and 100% from
2024 to 2025.

At the same time, Al has made it easier than ever to generate convincing yet deceptive narratives.
This creates a fundamental challenge: How do you distinguish authentic customer friction from
engineered complaints?

Early recognition of fraudulent transactions is a critical element in reducing credit washing.
PositivityTech’s Bad Actor Detection (BAD) engine flags potential credit washing transactions by
interrogating complaint data sent to the credit bureaus. BAD uses a proprietary artificial
intelligence data management system and large language models to separate potential fraudulent
complaints from authentic ones and determine which are most likely to create credit washing
transactions.

Our work has shown that four characteristics matter most: text duplication, word choice, timing,
and complaint intensity. Many duplicate narratives are written by Al, adding to the complexity
and variability of fraud detection.
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2024-2025 CFPB complaints

Duplicate narratives reveal signals & intelligence

Words Matter
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Specific phrases are repeated within duplicate narratives

Time Matters
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Severity Score: -0.961

Some narratives are re-used frequently and over long periods of time.

These patterns become especially powerful when analyzed at scale. For example, no individual
customer submits the same complaint 17,000 times. Yet, institutions often process each one
independently, missing that they’re part of a coordinated fraud cohort. That creates enormous
operational cost and inefficiency while obscuring genuine customer issues that deserve attention.

PositivityTech’s BAD actor detector engine flags individual credit reports suspicious of credit
washing, enabling credit bureaus and lenders to take action accordingly.

The Customers’ Voice is Powerful

With over 40 years of Global Data Analytics experience in Banking and Fintech, Tal Solutions
can help you find hidden opportunities, pinpoint future risks, and increase your revenues and
bottom line.
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